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Bancroft’s Preparatory School 

(XXIV) On-Line Safety Policy 

RESPONSIBILITY 

The Deputy Head has been designated as responsible for pupil safety and security policies 
related to the Internet and electronic communications.i 

The Deputy Head along with the IT Manager ensure that policies are implemented and that 
regular monitoring takes place.  All staff, including temporary and student teachers, are made 
aware of school ICT policies.  

All members of staff and pupils should be encouraged to use computers and the Internet 
responsibly and to understand the consequences their actions could have on themselves and 
others. 

SUPERVISION 

Pupils at Bancroft’s are made aware that, a teacher, or responsible adult, may be supervising 
indirectly, but still be aware of pupils’ access and monitoring their use. 

When direct supervision by school staff is not possible, those with responsibility for pupils are 
aware of the school’s policies on Internet Safety.  

For example, pupils on school organised work placement schemes, exchanges and training 
courses should not be allowed to have unsupervised, unfiltered Internet access. 

When a pupil enrols at Bancroft’s they are asked to sign the E-citizen charter, parents are sent 
a copy and encouraged to discuss this with their children. 

E-CITIZEN CHARTER & ACCEPTABLE USE POLICY 

Pupils must sign an E-Citizen Charter 

Such an agreement makes everyone aware of their responsibilities when using the Internet.  

Parents are sent a copy of the E-Citizen charter. 
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USE OF THE INTERNET 

The Internet can be a rich educational resource, providing access to millions of pages of 
information.  However, much of the Internet is unorganised and unregulated and many sites 
contain information, which is inaccurate, dangerous, illegal or pornographic. 

Bancroft’s tries to ensure that pupils do not have bad experiences when using the Internet or 
other forms of electronic communication and that parents have confidence that Bancroft’s 
are using ‘all due diligence’ to protect their children. Above all, we want to avoid pupils being 
exposed to offensive materials – pornographic, violent, or racist. 

CHILD PROTECTION 

The most serious risk to pupils involves the possibility of someone being hurt, exploited or 
abused as a result of personal information being posted online. Online pictures, names, 
addresses, or age can be used to trace, contact and meet a pupil with the intention of causing 
harm. 
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Appendix One  

Bancroft’s ICT Acceptable Use Policy – For Adult Users 

1.0 Overview  

Bancroft's intentions for publishing an Acceptable Use Policy are not to impose restrictions 
that are contrary to the established culture of openness, trust and integrity. Bancroft’s is 
committed to protecting its employees, pupils and the wider school community from illegal 
or damaging actions by individuals, which are committed either knowingly or unknowingly.  

ICT1 related systems, including but not limited to computer equipment, software, operating 
systems, storage media, network accounts providing electronic mail, WWW browsing, and 
FTP, are the property of Bancroft’s. These systems are provided to enhance the quality of 
education that Bancroft’s can provide, both directly in the form of teaching and open learning 
and in the form of administrative tools. 

Effective security is a team effort involving the participation and support of every Bancroft’s 
employee, pupil and affiliate who deals with information and/or information systems. It is the 
responsibility of every computer user to know these guidelines, and to conduct their activities 
accordingly.  

2.0 Purpose  

The purpose of this policy is to outline the acceptable use of computer equipment at 
Bancroft’s. 

These rules are in place to protect the employees, pupils and wider school community of 
Bancroft’s, and to ensure that Bancroft’s fulfils its legal obligations in areas such as Data 
Protection. 

Inappropriate use exposes Bancroft’s to risks including virus2 attacks, compromise of network 
systems and services, and legal issues. 

3.0 Scope  

This policy applies to employees, contractors, consultants, temporaries, and other members 
of the school community at Bancroft’s, including all personnel affiliated with third parties 
(referred to as “users” for the remainder of this document). This policy applies to all 
equipment that is owned or leased by Bancroft’s. It applies whether the equipment is being 
accessed by a user located at Bancroft’s School or via any remote access system. 

                                                      

1 Information and Communication Technology. 

2 Programs that are designed to self-replicate (that is to say, make copies of themselves) usually without the 
knowledge of the user. They often also attempt to alter or damage systems after they replicate. 
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4.0 Policy   

4.1 General Use and Ownership   

1. While Bancroft's desires to provide a reasonable level of privacy, users should be 
aware that the data they create on the school systems remains the property of 
Bancroft’s. Because of the need to protect the network, there can be no guarantee of 
the confidentiality of information stored on any network device belonging to, or 
leased by Bancroft’s. 

2. Bancroft’s may need to filter, audit or limit any ICT service provided. 

3. Users are responsible for exercising good judgment regarding the reasonableness of 
personal use. Educational and administrative use by any member of the school 
community always takes priority over personal use. Individual departments are 
responsible for addressing issues concerning personal use of ICT systems. If there is 
any uncertainty, users should consult their manager or Head of Department. 

4.2 Security and Proprietary Information   

1. Users should take all necessary steps to prevent unauthorized access to information 
held on ICT systems at Bancroft’s. Extra care should be taken with Data that is 
classified as personal or sensitive under the Data Protection Act.   

2. Users should keep passwords secure and not share accounts. Users are responsible 
for the security of their passwords and accounts. System level passwords should be 
changed regularly.   

3. Passwords need to be compliant with Microsoft rules on “strong” passwords3 

4. No pupil should be allowed any form of access to an adult user’s account. 

5. No client devices4, including remote access sessions, should be left unattended and 
unsecured when a user is logged in. To prevent unauthorised access users must either 
logout or securely lock any client device whenever they have to leave it unattended. 

6. Because information contained on portable computers is especially vulnerable, special 
care should be exercised.  

                                                      

3 Strong passwords are defined as follows; 

 Passwords must not contain the user's name  

 Passwords must contain characters from three of the following four categories:  

o Uppercase characters of European languages (A through Z, with diacritic marks, Greek and 
Cyrillic characters) 

o Lowercase characters of European languages (a through z, sharp-s, with diacritic marks, 
Greek and Cyrillic characters) 

o Base 10 digits (0 through 9) 

o Non-alphanumeric characters: ~!@#$%^&*_-+=`|\(){}[]:;"'<>,.?/ 

4 Any hardware, software or combination of the two that can be used to access data systems owned by 
Bancroft’s 
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7. Emails sent from Bancroft’s mail servers will have a disclaimer attached stating that 
any opinion expressed is that of the sender and may not necessarily be the opinion of 
Bancroft’s. 

8. Portable computers will be issued with anti-virus software installed. It is the 
responsibility of the user in charge of the computer to ensure that the software is 
updated regularly and in accordance with instructions from the ICT Director.  

9. Users must exercise caution when opening e-mail attachments, as they may contain 
viruses, or Trojan horse5 code. Unsolicited emails or emails from a known source that 
seem “out of character” should be treated with extreme caution. If in doubt deletion, 
without opening the email, is the safest course of action. The ICT department is 
available to give advice if needed.   

4.3. Unacceptable Use   

Under no circumstances is any user authorized to engage in any activity that is illegal under 
British, European, or international law while utilizing resources owned or leased by Bancroft’s.   

The following activities are, in general, prohibited. The lists below are by no means 
exhaustive, but attempt to provide a framework for activities that fall into the category of 
unacceptable use.   

System and Network Activities   

 The following activities are prohibited:  

1. Unauthorized transmission or copying of copyrighted material.  

2. The installation of any software, onto any Bancroft’s ICT equipment, for which 
Bancroft’s does not have a current valid licence, filed with the ICT department.  

3. The installation of any software, onto any Bancroft’s ICT equipment, without the 
authorisation of the ICT director. 

4. The intentional or negligent introduction of malicious programs onto any Bancroft’s 
ICT equipment. 

5. The intentional accessing, viewing, cataloguing, relaying or transmitting any images or 
text that would be considered undesirable in a school context. This will include but 
not be limited to, pornography, material inciting prejudice or hatred, material inciting 
illegal activity. 

6. Revealing your account password to others or allowing use of your account by others. 
This includes family and other household members when work is being done at home.   

7. Using Bancroft’s ICT resources to engage in trading, procuring or soliciting for business 
for any organisation outside Bancroft’s. 

                                                      

5 A Trojan Horse pretends to be something that it is not, for example a screensaver, whilst affecting your 
computer. 
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8. Attempting to breach network security or disrupt the services it provides. 

9. Intercepting information that is not intended for the user.  

10. Exporting Data that is covered by the Data Protection Act to parties outside Bancroft’s 
without the permission of the Bursar.   

Email and Communications Activities  

1. Sending unsolicited messages, e.g. the sending of "junk mail", to individuals or groups.   

2. Any form of harassment via electronic means.  

3. Any attempt to remove any disclaimer added by Bancroft’s to outgoing 
communications.  

4. Unauthorized use, or forging, of email header information of emails that originate 
from Bancroft’s systems. 

5. Any attempt by a user to forge email headers that identify an email as originating from 
Bancroft’s systems when it does not.  

6. Requesting email to be sent to any email address other than that of the user, without 
the account holder’s authorisation.   

7. Creating or forwarding "chain letters", or other "pyramid" schemes of any type.   

5.0 Enforcement   

Any user found to have violated this policy will be subject to disciplinary action.   
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Appendix Two – Bancroft’s ICT Policy: A policy for good use  

It has been kept as simple as possible and is intended to encourage creative, imaginative use 
of our computing facilities. If you exercise due care and consideration, you will be observing 
its spirit. 

The school provides both networked, desktop computers and wireless access to the internet 
through the school's own filtered connection. Wireless access (which does not provide direct 
access to the school's network) is available in specified locations for authorised users to use 
via their own devices. 

Identity and responsibility (online and digital)  

Respect and maintain the integrity of digital identities - yours and others'. For example: log 
on only as yourself; keep your login details private and make them secure; do not leave any 
device logged in and accessible to others.  

Exercise informed judgement about disclosing your personal details and do not give out 
another person's details without their clear consent. 

Financial transactions by pupils are permitted where you act within the constraints of the 
school's rules and with your parents' approval. 

In the digital realm, once something is posted online it has a persistence that is not like 
something that is said. It is also replicable and searchable (directly and through its metadata), 
and you cannot be sure who your audience is or will be. Once something is posted online, its 
effects are often magnified and can be mirrored out of context. All of this requires experience 
to understand. Remember: when you post, you have not only your own reputation to consider 
but also that of others and that of the school. Every member of the community has to take 
responsibility for his or her actions online. If you are in doubt, it is best not to post, send an 
email, etc. 

Network and hardware integrity  

Respecting and maintaining the network and the computers the school provides is 
largely common sense. For example, if the functioning of the system were to be impaired by 
the introduction of a virus, it would have a possible impact not just on the school's network 
but on all devices using the school's facilities. Attachments sent to you should be assessed 
case-by-case: unexpected or suspicious files should not be opened.  

Many different devices exist which can be connected to a network or a computer. Every user 
needs to exercise judgement: for example, storage devices (e.g. USB sticks) with non-
executable files on them are clearly fine, but should have been virus-checked first by you. 
Harder to assess can be executables designed to run safely from a USB stick (etc) - e.g.  a 
browser. If in doubt, consult with a member of the ICT staff. 

Devices that are themselves computers (in whatever form) should not be linked to the wired 
network.  
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Laptops and other portable devices can access the internet (and, via this route, the school's 
systems) by using the wireless Café network - accessible throughout the school.  Anti-virus 
provision for all mobile and portable devices is the owner's responsibility. 

Downloading files: again, exercise judgement and be aware that viruses can be hidden in 
documents and images (for example) and not just in executable files. To guard against 
accidents, the school's own machines do not allow unauthorised software installation. Think 
about what you are doing and always seek advice if in doubt.  

Respecting the network's integrity extends to how messages are sent. There are many ways 
of spamming people, or generating needless messages, and no-one should be doing this. 
Another example of unacceptable practice would be attempting to send messages 
anonymously or pseudonymously.   

It is standard practice in organisations to audit users' internet activity and all staff and pupils 
are audited in this way. Audit trails are rarely examined but exist as a safety net should things 
go wrong. Should you find yourself looking at or opening material you consider the school 
would think inappropriate (or material you find disturbing), simply inform a member of staff 
so we can work with you to address the matter.  
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Appendix Three – Bancroft’s School Responsible E-Citizen Charter 

Bancroft’s School recognises that the use of ICT (information and communication technology) 
can enhance the learning experience of our students. However we also recognise that the use 
of ICT can introduce some risk factors. In order to help our students manage those risks we 
have a program of education for students and staff, and we also provide information for 
parents. To help reinforce the guidelines for safe responsible use of ICT we have produced 
the following agreement which we are asking students to sign. 

As a student at Bancroft’s School I agree to the following when at school or engaged in school 
activities or on school trips: 

1) I will be careful not to post personal information about myself or others on to public areas 
of the Internet. 

2) I will ensure that before I send or post any photo or video that the content is not 
inappropriate and that I have the permission of those whose image is included to send or 
post the content. If it is shot on private property I will also make sure that the owners of 
the property do not prohibit photography or filming. 

3) I will consider the feelings of others before I post, send or forward any information or 
comments about any person and will not post, send or forward any information or 
comment if I believe it may cause upset or distress to anyone. 

4) When using school equipment I will do my best to use it in a way that helps to maintain it 
in good working order. If I discover that a piece of equipment is broken or malfunctioning 
in any way I will report it to a member of staff so that it can be repaired. I will leave 
equipment in a tidy and clean state. 

5) I will avoid the technical and legal problems that unauthorised software access causes by 
not installing, attempting to install or reconfiguring any software / hardware on any school 
equipment. I will only use the software provided by Bancroft’s School when using school 
equipment.  

6) I will help to maintain the security of the school ICT systems by only using the account(s) 
that I have been authorised to use, by not attempting to bypass any settings and by not 
helping anyone to gain unauthorised access to any school system or third party systems. 

7) I will help to maximise the availability of school ICT equipment by only using school 
equipment and my authorised account(s) / school email addresses for tasks related to 
coursework, homework or co-curricular activities organised by the school. 

I understand that by using the school ICT equipment I am agreeing to abide by the above 
conditions. I understand that the school retains the right to retain and use copies of all data 
that is created, stored or transmitted using equipment it owns. I understand that if I 
contravene the above guidelines that some form of disciplinary action may be taken. This 
could include having my computer access suspended and my parents being notified. The 
appropriate authorities may be notified if illegal activity has taken place.  I also understand 
that the school will notify my parents of any concerns about aspects of my online behaviour 
that affects the well-being of myself or others. I also understand that, when using services 
provided by a third party, I will need to abide by the terms and conditions that they set. 
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Responsible E-Citizen Charter          FAQs    

If you have any further questions please contact Mr Mikdadi. 

1 Does the E-Citizen Charter refer to my computer use out of school? 

The E-Citizen charter refers to what you do while at school, on a school trip, or using school 
equipment via a remote link. However we would like you to consider points 1 to 3 whenever 
you are using ICT equipment as these points are concerned with the wellbeing of you and 
others. 

2 How does the warning about posting personal information apply to computer use 
at school? 

You may not use school computers to post personal information about yourself or others 
which could put yourself or others at risk. For example if accessing Fantasy Football for Maths 
you should use a nickname.  

Safeguarding personal information is recommended at home, too, but there the matter is the 
responsibility of yourself and your parents. The ThinkUKnow website gives you advice about 
this.  www.thinkuknow.co.uk  

Please be aware that some online services reveal your GPS location, which can enable others 
to stalk you. Also photos taken on many smart phones contain GPS location information; this 
function should generally be switched off if you are posting photos online. 

3. How do I know if a property owner has given permission for photography/video? 

Most establishments will display signs if photography/video is forbidden.eg museums, places 
of worship. If in doubt ask the teacher who is in charge of the trip. 

4. Bancroft’s is private property….can I take photos/videos? 

You should not bring valuables such as cameras to school, however it is likely that your phone 
has a camera facility. This should be locked in your locker during lesson time.  

There may be occasions when a teacher allows you to bring a phone/camera into the 
classroom. You must have the express permission of the teacher to take a photo/video in a 
lesson. All those in the image must give their consent. 

When not in lessons students may take photographs/videos providing the content is 
appropriate.  You must have the consent of all those in the image. Students must abide by 
the Anti-Bullying Policy. Using photographic material of any kind to bully, harass or intimidate 
others will not be tolerated and will constitute a serious breach of discipline. 

Students must be aware that staff in charge may apply restrictions on taking images during 
some activities such as plays and concerts. 

 

 

http://www.thinkuknow.co.uk/
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5. Is it practical to obtain the permission of everyone featured in a photo/video? 

You should confirm that the main characters, usually your friends, (not people in the 
background in a large crowd), are willing to be in a photo/video.  Respect the wishes of 
anybody who does not want you to photograph or video them. 

The Bancroft’s E-Citizen Charter applies only to images of Bancroftians, at school or engaged 
on school activities off site, and any images posted on the Bancroft’s system. It is good 
practice to respect privacy in other contexts, too, but this is your own responsibility. 

6. Will I be causing distress if I express views on a controversial subject?  

The E-Citizen Charter does not prohibit the expression of views on current affairs topics. 
However controversial and sensitive issues are best debated in a classroom where a teacher 
chairs the discussion and a range of views can be put forward. 

The E-Citizen Charter prohibits causing upset or distress by bullying. This is made clear in our 
Anti Bullying Policy (in the calendar).  

7. What does the school do with the data I have created, stored and transmitted? 

Files that students create in their personal area are deleted 6 months after they leave. The 
data would also be held on backup tape for at least a year. Internet browsing histories would 
be retained for longer but only in the form of an offline archive. 

Some examples of students work may be retained for ICT teaching purposes or to display on 
open days. In the case of data, generally photos, that students submit to staff to go onto the 
students’ shared drives, they will remain until the member of staff who placed them there 
removes them. 

8. What do you mean by services provided by third parties? 

Third parties services are, for example, Microsoft's Office265 email and apps system.  All 
senior school students have a Microsoft Office365 email account.  When you are accessing 
these hosted Microsoft services you will have to agree to the service terms and conditions (in 
addition to the school’s E-Citizen Charter.) 

i Revision History   

First Draft 24th January 2003. Second Draft 7th May 2003. Working version 1st July 2003 

Revision for Remote Access Issues 18th January 2007 

Revision to Allow Secure Locking of Workstation as Alterative to Logging Out In 4.2 Section  4 -9th October 2007 

Revised 20 January 2011 

 

                                                      


